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Architecting with Google Kubernetes
Engine

Duration 3 day(s) (T-AK8S-1-01)

Official Training
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Description

Learn how to deploy and manage containerized applications on Google Kubernetes Engine (GKE). Learn how to use other tools on
Google Cloud that interact with GKE deployments. This course features a combination of lectures, demos, and hands-on labs to help
you explore and deploy solution elements—including infrastructure components like pods, containers, deployments, and services—
along with networks and application services. You'll also learn how to deploy practical solutions, including security and access
management, resource management, and resource monitoring.

For each lab, Qwiklabs offers a free set of resources for a fixed amount of time and a clean environment with permissions.

Goals

Understand how software containers work.

Understand the architecture of Kubernetes.

Understand the architecture of GoogleCloud.

Understand how pod networking works in Google

Kubernetes Engine.

® (Create and manage Kubernetes Engine clusters using
the Google Cloud Console and gcloud/kubectl
commands.

® |aunch, rollback, and expose jobs in Kubernetes.

® Manage access control using Kubernetes RBAC and
IAM.

® Manage pod security policies and network policies.

® Use Secrets and ConfigMaps to isolate security
credentials and configuration artifacts.

® Understand Google Cloud choices for managed storage
services.

® Monitor applications running in Google Kubernetes

Engine.

Public

® (loud architects, administrators, and SysOps/DevOps
personnel

® |ndividuals using Google Cloud to create new solutions
or to integrate existing systems, application
environments, and infrastructure with Google Cloud.

Prerequisites

® Google Cloud Platform Fundamentals: Core
Infrastructure or equivalent experience

Structure

50% Theory, 50% Practice
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https://training.zenika.com/en-fr/training/gcp-core-infra/description

Program

® |ntroduction to Google Cloud
o Identify Google Cloud services and their function.
o Choose the right Google Cloud services to create your own Cloud solution
e (ontainers and Kubernetes in Google Cloud
o (Create a Container using Cloud Build.
o Store a Container in Container Registry.
o Compare and Contrast Kubernetes and GKE features.
® Kubernetes Architecture
Conceptualize the Kubernetes Architecture.
Deploy a Kubernetes Cluster using GKE.
Deploy Pods to a GKE Cluster.
View and Manage Kubernetes Objects.
Conceptualize the Migrate for Anthos process
® Kubernetes Operations
Work with the Kubectl Command.
Inspect the Cluster and Pods.
View a Pod’s Console Output.
o Signin to a Pod Interactively.
e Deployment, Jobs, and Scaling
o Create and Use Deployments.
Create and Run Jobs and Cronjobs.
Scale Clusters Manually and Automatically.
Configure Node and Pod Affinity.
Get Software into your Cluster with Helm Charts and Kubernetes Marketplace.
Networking
Create Services to expose applications that are running within Pods.
Use load balancers to expose Services to external clients.
Create Ingress resources for HTTP(S) load balancing.
Leverage container-native load balancing to improve Pod load balancing.
o Define Kubernetes network policies to allow and block traffic to Pods.
® Persistent Data and Storage
o Use Secrets to isolate security credentials.
o Use ConfigMaps to isolate configuration artifacts.
o Push out and roll back updates to Secrets and ConfigMaps.
o Configure Persistent Storage Volumes for Kubernetes Pods.
o Use StatefulSets to ensure that claims on persistent storage volumes persist across restarts.
® Access Control and Security in Kubernetes and Kubernetes Engine
o Define IAM roles and policies for GKE.
o Define Kubernetes RBAC roles and role bindings.
o Define Kubernetes pod security policies.
® Logging and Monitoring
o Create forensic logs for systems monitoring.
© Monitor your system performance from different vantage points.
o Create probes for wellness checks on live applications.
® Using Google Cloud Managed Storage Services from Kubernetes Applications
o Understand use cases for Cloud Storage within a Kubernetes application.
o Understand use cases for Cloud SQL and Cloud Spanner within a Kubernetes application.
o Understand use cases for Datastore within a Kubernetes application
o Understand use cases for Cloud Bigtable within a Kubernetes application.
Using CI/CD to Deploy Kubernetes Workloads
o Create a continuous delivery pipeline using Cloud Build and start it manually or automatically with a code change.
o Implement a canary deployment that hosts two versions of your application in production for release testing.
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